UBND TINH NAM PINH CONG HOA XA HOQI CHU NGHIA VIET NAM

SO THONG TIN VA TRUYEN THONG Déc 1ap - Tw do - Hanh phuc
S6:174 /QD-STTTT Nam Pinh, ngay 2/ thang 6 nam 2024
QUYET PINH

Ban hanh Quy ché bao dam an toan hé thong thong tin
cho hé thong mang ndi b (LAN) ciia S&' Thong tin va Truyén Thong

GIAM POC SO THONG TIN VA TRUYEN THONG

Can cir Ludt Cong nghé thong tin ngay 29/6/2006 (sira doi, b sung ndm
2017);

Can cir Ludt An toan thong tin mang ngay 19/11/2015;

Can cir Ludt An ninh mang ngay 12/06/2018;

Can cir Nghi dinh s6 64/2007/ND-CP ngay 10/4/2007 cia Chinh phii vé
ung dung cong nghé thong tin trong hoat dong cua co quan Nha nuoc;

Can cir Nghi dinh s6 85/2016/NP-CP ngay 01/7/2016 ciia Chinh phii vé
bao dam an toan hé thong thong tin theo cap do,

Can cir Théng tw s6 12/2022/TT-BTTTT ngay 12/8/2022 ciia Bé Théng tin
va Truyén théng quy dinh chi tiét va hedng din mot sé diéu cia Nghi dinh so
85/2016/ND-CP ngay 01/7/2016 cua Chinh phu vé bao dam an toan hé thong
théng tin theo cdp do;

Can cir Thong tw s6 31/2017/TT-BTTTT ngay 15/11/2017 ciia B¢ Thong
tin va Truyén théng quy dinh hoat dong gidm sdt an toan hé thong thong tin;

Can cir Quyét dinh sé 41/12022/0P-UBND ngay 21/12/2022 ciia UBND
tinh Nam Dinh vé viéc qui dinh chirc nang, nhiém vu, quyén han, té chitc bé may
cua So Thong tin va Truyén thong Nam Dinh;

Theo dé nghi ciia Chdanh Vin phong So Théng tin va Truyén théng.

QUYET PINH:

Pi¢u 1. Ban hanh kém theo Quyét dinh nay Quy ché bao dam an toan hé
théng thong tin cho hé thong mang LAN cua S& Théng tin va Truyén théng tinh
Nam Dinh.

Piéu 2. Quyét dinh nay c6 hiéu luc thi hanh ké tir ngay ky.

Piéu 3. Ban Giam ddc, Lanh dao cac phong, Trung tdm va toan thé cong



chtrc, vién chirc, ngudi lao dong S& Thong tin va Truyén théng va cac td chic,
c4 nhan c6 lién quan chiu trach nhiém thi hanh Quyét dinh nay./.

Noi nhdn:

- UBND tinh (dé b/c);
- Ban Giam ddc;

- Nhu Diéu 3;

- Luu: VT, VP.

Vii Trong Qué
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QUY CHE
Bao dam an toan hé thong thong tin cho h¢ théng mang ndi bd
_cua S¢ Thong tin va Truyén thong ,
(Ban hanh theo Quyét dinh so: /OD-STTTT ngay /6/2024 cua Giam doc So
Thong tin va Truyén thong)

Chuong I
QUY DINH CHUNG

Pi¢u 1. Pham vi diéu chinh va déi twong ap dung

1. Pham vi diéu chinh: Quy ché nay quy dinh vé bao dam an toan hé thong
thong tin cho hé thong mang nodi bd tai S& Thong tin va Truyén thong (sau day
goi tat 1a S¢§).

2. Béi twong ap dung:

a) Céac phong, don vi thudc So (sau day goi tat 1a don vi) va can bg, cong
chtrc, vién chirc, nguoi lao dong ciia S¢ (sau day goi tat 1a ca nhan).

b) Céc co quan, td chirc, c4 nhan co6 két ndi, sir dung hé théng cua So.

¢) Céc co quan, t6 chirc, ca nhan cung cap dich vu vién thong, cong nghé
thong tin va an toan thong tin mang cho So.

Piéu 2. Giai thich tir ngir

Trong quy ché nay, cac tir ngit dudi ddy dugc hiéu nhu sau:

1. An toan théng tin mang 1a sy bao vé thong tin, hé théng thong tin trén
mang tranh bi truy cap, st dung, tict 19, gian doan, stra d6i hoac pha hoai trai
phép nham bao dam tinh nguyén ven, tinh bao mat va tinh kha dung cua thong
tin.

2. Mang 1a moi truong trong d6 thong tin dugc cung cap, truyén dua, thu
thap, xu 1y, luu trlr va trao doi thong qua mang vién thong va mang may tinh.

3. Hé thong théng fin 1 tap hop phan ctng, phan mém va co so dir liéu
dugc thiét 1ap phuc vu muc dich tao 1ap, cung cap, truyén dua, thu thap, xur 1y,
luu trit va trao doi1 thong tin trén mang.

4. Chii quan hé thong thong tin 13 co quan, to chirc, c4 nhan c6 thim quyén
quan ly tryc tiép doi vai h¢ thong thong tin.

5. Su ¢6 an todn théng tin mang 1 viéc thong tin, hé thdng thong tin bi gay
nguy hai, anh hudng to1 tinh nguyén ven, tinh bao mat hoac tinh kha dung.

6. Phan mém ddc hai 1 phan mém cé kha niang giy ra hoat dong khong
binh thuong cho mot phan hay toan bo hé thong thong tin hodc thuc hién sao
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chép, stra d6i, x6a bo trai phép thong tin luu trir trong hé thong thong tin.

7. Thong tin ca nhan 1a thong tin gin véi viée xac dinh danh tinh cua mot
ngudi cy thé.

8. Xir Iy théng tin c& nhan 1a viéc thuc hién mot hodc mot sé thao tac thu
thap, bién tap, st dung, luu trit, cung cép, chia s¢, phat tdn thong tin c4 nhan trén
mang nham muc dich thuong mai.

9. Khéng gian mang 1a mang ludi két ndi cua co so ha tdng cong nghé
thong tin (CNTT), bao gdm mang vién thong, mang internet, hé thong may tinh,
hé théng xu ly va diéu khién thong tin, co s& dir li€u, 1a noi con nguoi thuc hién
cac hanh vi xa ho1 khong bi gidi han bdi khong gian va thoi gian.

10. Cac thuat ngit, tén cong nghé phd bién dugc néu trong Quy ché nay:

SSL (Secure Sockets Layer): Giao thirc mi héa kénh truyén dir liéu két ndi
an toan gitra may chu web (host) va trinh duyét web (client) web.

TLS (Transport Layer Security): Giao thirc Bao mat ting van chuyén, giao
thirc mat ma cung cip bao mat dau cubi cho dir liéu duoc gt gitta cac tmg dung
qua Internet.

SSH (Secure Shell): day 1a mot giao thirc hd trg cac nha quan tri mang truy
cap vao may chu tur xa thong qua mang internet khong bao mat.

VPN (Virtual Private Network): mang riéng dao, la mot cong nghé¢ mang
gitip tao két ndi mang an toan khi tham gia vao mang cong cong nhu Internet
hoac mang riéng do mot nha cung cép dich vu s& hitu, dé cho phép nguoi dung
tir xa két ndi an toan dén mang riéng ctia co quan minh.

LAN (Local Area Network): mang cuc bo, mang ndi bd két ndi may tinh,
thiét bi tai moi phong ban, co quan, don vi, cé thé sur dung két ndi giao thirc
TCP/IP (Transmission Control Protocol/Internet Protocol: giao thirc diéu khién
truyén nhan/ Giao thtrc lién mang, mot b cac giao thire truyén thong duoc st
dung dé két ndi cac thiét bi mang voi nhau trén internet. TCP/IP ciling c6 thé
dugc sir dung nhu mot giao thire truyén thong trong mang may tinh riéng (mang
nodi bd) co6 day hoac khong day).

Piéu 3. Muc tiéu, nguyén tic bao dam an toan thong tin

1. Muc ti€u bdo dam an toan thong tin

Bio vé thong tin, hé théng thong tin mang dbi v6i hé thong thong tin cia
don vi minh quan 1y va str dung tranh bi truy cap, st dung, tiét 10, gian doan, sua
d6i hodc pha hoai trai phép nhim bao dam tinh nguyén ven, tinh bao mat va tinh
khé dung cua thong tin.

2. Nguyén tic

a) Hoat dong ung dung cong nghé thong tin thyc hién cac nguyén tic bao
dam an toan thong tin mang duoc quy dinh tai Diéu 4 Luat an toan thong tin
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mang nam 2015 va Piéu 41 Nghi dinh s6 64/2007/ND-CP ngay 10/4/2007 cua
Chinh phu vé tng dung cong nghé thong tin trong hoat dong ctia co quan nha
nudc.

b) Bao dam an toan thong tin (ATTT) 14 yéu cau bat budc, phai duogc thuc
hién thuong xuyén, lién tuc trong qua trinh:

- Thu théap, tao lap, xu 1y, truyén tai, luu trir va st dung thong tin, dir liéu.

- Thiét ké, thiét 1ap va van hanh, nang cap, hiy bé hé thdng thong tin.

c¢) Viéc bao dam an toan thong tin cho S& dugc thuc hién mot cach téng
thé, ddng b, tap trung trong viéc dau tu cac giai phap bao vé, co su dung chung,
chia s¢ tai nguyén dé toi vu hi¢u nang, tranh dau tu thira, trung lap.

Diéu 4. Tai nguyén thong tin cin bao dam an toan thong tin

Tai nguyén thong tin can bao dam an toan thong tin cua tinh bao gém cac
thanh phan sau day:

1. Hé thong ha tang k¥ thuat:

a) Thiét bi tinh toan, luu trir (may chi, may tram, SAN, NAS, ...).

b) Thiét bi ngoai vi (may in, may quét va cac thiét bi s6 hoa, camra, thiét b
luu trir dir liéu di dong, ...).

¢) Puong truyén dir liéu, duong két ndi Internet.

d) Mang ndi bd (LAN), mang dién rong (WAN) va thiét bi két n6i mang,
thiét b1 bao mat, thiét bi phu tro.

d) Thiét bi cong nghé thong tin, vién thong khac duoc két ndi mang trong
cac co quan, don vi.

2. Hé théng thong tin, phan mém, tmg dung va co sé dit lidu:

a) H¢ théng thong tin, nén tang s6, co s¢ dir lidu dung chung (thu dién tr,
quan ly van ban va diéu hanh, thong tin ndi b, quan ly nhan sy va thi dua khen
thudng, quan 1y tai san, ho so hanh chinh dién tir, dir liéu thong ké tong hop, ...).

b) Phan mém, tng dung cung cp dich vu cong truc tuyén.

¢) Cong thong tin dién tir cta tinh va hé thdng trang/Céng thong tin dién tir
cua cac co quan, don vi.

d) Hé thong thong tin nghiép vu va cac co sé dir liéu chuyén nganh.

d) Phan mém, ung dung phuc vu cong tac quan 1y, diéu hanh hoat dong cua
co quan Nha nudc.

3. Thong tin, dir liéu dugc trao ddi, truyén tai, xir 1y va luu trit tai So.

Piéu 5. Ngudn nhan lrc bao dam an toan thong tin

1. Quy dinh di voi cong tac tuyén dung

a) Can bo dugc tuyén dung vao vi tri 1am vé an toan thong tin can cd trinh
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d6, chuyén nganh vé linh vuc cong nghé thong tin, an toan thong tin, phu hop
v6i vi tri tuyén dung.

b) Xay dung cac quy trinh tuyén dung can bd va diéu kién tuyén dung can
bd; xay dung ké hoach va dinh ky hang nim, t6 chirc dao tao cac k¥ ning co ban
vé an toan thong tin cho ngudi sir dung.

2. Quy dinh vé viéc thuc hién bao dam an toan thong tin trong qua trinh
lam viéc:

a) Trach nhi€ém bdo dam an toan thong tin cho nguoi st dung, can bd quan
Iy va van hanh hé thong

- V61 nguoi su dung:

+ Nguoi str dung c6 trach nhiém dam bao ATTT d6i voi tung vi tri cong
viéc. Trudc khi tham gia vao hé théng phai dugc kiém tra kha ning dap tng céac
yéu cau vé ATTT.

+ Phai dugc thuong xuyén to chirc quan triét cac quy dinh vé ATTT, nham
nang cao nhan thirc vé trach nhiém ddm bao ATTT.

+ Ca nhan, t6 chtrc phai c6 trach nhiém tu quan 1y, bao quan thiét bj ma
minh duoc giao sir dung; khong tu y thay doi, thao lap thiét bi

- Vi can bd quan 1y va van hanh hé thong

+ Can bo chuyén trach phai thiét 1ap phuong phap han ché truy cap mang
khong day, giam sat va dicu khién truy cap khong day, to chirc sitr dung ching
thuc va ma hoa dé bao vé truy cap khong day téi hé thong thong tin.

+ Can bd chuyén trach phai t6 chitc quan 1y dinh danh ddi véi tit ca nguoi
dung tham gia st dung hé théng thong tin.

+ Céc co quan, dia phuong va cdc to chirc, ca nhin tham gia st dung cac
dich vu cua hé thé)ng phai tuan thu cac quy dinh vé bao dam an toan, an ninh
thong tin va chiu trach nhiém dbi voi moi hoat dong trén tai khoan truy cap cua
minh da dugc cap trén hé thong.

b) Pinh ky hang nim ngudi sir dung dugc to chirc phd bién, tuyén truyén
nang cao nhan thirc vé an toan thong tin theo chuong trinh, ndi dung tai Quyét
dinh s6 1907/QD-TTg ngay 23/11/2020 ctia Thi tudng Chinh phu.

¢) binh ky hang nang ngudi sir dung va b quan 1y va van hanh hé théng
dugc to chic ddo tao cac ky ning Vé an toan thong tin theo chuong trinh, noi
dung tai Quyét dinh s6 21/QD-TTg ngay 06/01/2021 ctia Thi tuéng Chinh phu.

3. Quy dinh d6i véi can bd nghi hodc thay d6i cong viéc:

a) Can bo nghi hodc thay doi cong viéc phai thu hoi thé truy cap, thong tin
duoc luu trén cac phuong tién luu trit, cac trang thiét bi may moc, phr:in cung,
phan mém va cic tai san khac thudc so hiru cia to chic.
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b) Can bo quan tri phai vo hiéu hoa tat ca cac quyén ra, vao, truy cap tai
nguyén, quan tri hé théng sau khi can b thoi viéc.

¢) Can bd nghi hodc thay dbi cong viéc phai c6 cam két giit bi mat thong
tin lién quan dén to chirc sau khi nghi viéc.

Chuong 11

PAM BAO AN TOAN THONG TIN TRONG THIET KE, XAY DUNG
HE THONG THONG TIN

Picu 6. Khi thiét ké, xAy dung hé thong thong tin cin bao dam cac yéu
cau nhu:

1. Xay dung cac tai liéu mo ta quy mo, pham vi va déi tuong sir dung, khai
thac, quan Iy van hanh h¢ thong thong tin.

2. Xay dung cac tai liéu mo ta thiét ké va cac thanh phan cia hé thong
thong tin.

3. Xay dung cac tai liéu mo ta phuong an lya chon giai phap cong nghé bao
dam an toan thong tin.

4. Khi c6 thay d6i thiét ké, danh gia lai tinh phu hop cua phuong 4n thiét ké
do1 voi cac yéu cau an toan dat ra doi voi hé thong.

Picu 7. P6i voi phat trién phan mém thué khoan can dap vng:

1. C6 diéu khoan hop dong va cac cam két ddi voi bén thué khoan khi thuc
hién cac ndi dung lién quan dén viéc phat trién phan mém thué khoan.

2. Céc nha phat trién cung cip ma ngudn phan mém.

3. Phan mém thué khoan phai dugc kiém thir phan mém trén méi trudng
thir nghiém trude khi dua vao sir dung.

4. Phan mém thué khoan phai duoc kiém tra, danh gia an toan thong tin,
trude khi dua vao stir dung.

Pic¢u 8. Thir nghiém va nghiém thu hé thong

1. Thyuc hién kiém thir hé théng trude khi dua vao van hanh, khai thac st
dung;

2. Co ndi1 dung, ké hoach, quy trinh thtr nghiém va nghiém thu h¢ théng;

3. C6 bd phan c6 trach nhi€ém thuc hién thir nghiém va nghiém thu hé
thong;

4. Co6 don vi doc lap (bén thir ba) hoac by phan doc 1ap thudc don vi thuc
hién tu van va gidm sat qua trinh thir nghiém va nghiém thu hé thong;

5. Co6 bao cao nghiém thu dugc xac nhan cia by phan chuyén trach va phé
duyé¢t cua chu quan hé thong thong tin trudce khi dua vao st dung.
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Chwong 111

PAM BAO AN TOAN THONG TIN TRONG QUAN LY, VAN HANH
HE THONG THONG TIN

Pi¢u 9. Quan Iy an toan mang

1. Quan ly, van hanh hoat dong binh thuong cia hé théng:

a) Hoat dong cua hé thong phai dugc giam sat thuong xuyén, lién tuc, bao
dam tinh kha dung ctia hé thong.

b) Khi thyc hién nang cip, thay doi cdu hinh hé thdng phai thuc hién ngoai
gio lam viéc.

¢) Phai kiém tra hoat dong tong thé ciia hé thong sau khi thay doi cau hinh
hodc nang cép hé thong.

2. Cap nhat, sao luu du phong va khoi phuc hé thong sau khi xay ra su c6:

a) Pinh ky hang thang hoac khi co6 thay ddi, bo phan chuyén trach thyc hi¢n
sao luu, du phong hé théng trén hé théng doc 1ap nhu USB, DVD hoac SAN.

b) Céc dir liéu sau yéu cau sao luu, du phong: tip tin cau hinh hé thong,
anh hé diéu hanh may chu, co sé dir li€u; dir li€u, thong tin nghiép vu.

3. Truy cdp va quan 1y cdu hinh hé thong

a) Can bd quan ly, nhan vién van hanh truy cap, khai thac thong tin ctia S&
Thong tin va Truyén thong theo trach nhiém va phan quyén duoc quy dinh; viée
khai thac thong tin phai bao dam nguyén tic bao mat, khong duoc tu y cung cap
thong tin ra bén ngoai.

b) Hé théng mang phai duogc thiét 1ap cau hinh dé: Kiém soat truy cap tur
bén ngoai mang; Kiém soat truy cip tir bén trong mang; Két ndi vé hé thong
giam st tap trung; Phong chdng xam nhép gitta cac ving mang; Phong chng
phan mém doc hai trén méi trudng mang.

¢) Xay dung va trién khai quy trinh két ndi thiét bi dau cudi vao hé théng
quan tri. Viéc cai dit, két ndi va g& bo thiét bi mang trong hé thong phai duoc
cho phép bai ngudi c6 tham quyén va thuc hién theo quy trinh duoc phé duyét.

d) Céu hinh hé thdng tu xa phai sir dung cac giao thirc bao mat c6 ma hoa
thong tin nhu SSL, TSL, SSH, VPN.

4. Céc thiét bi trong hé théng can duoc cau hinh t6i uwu, ting cuong bao
mat, uu tién st dung thiét bi chuyén dung trude khi dua vao van hanh, khai théc.

Piéu 10. Quén 1y an toan may chi va ing dung

1. Quan ly, van hanh hoat dong binh thuong cua hé théng may chu va dich
vu

a) Bao dam cho hé diéu hanh, ph?m mém cai dat trén may chu hoat dong
lién tuc, 6n dinh va an toan.



7

b) Thuong xuyén kiém tra cdu hinh, cac file nhat ky hoat dong cua hé diéu
hanh, phin mém nham kip thoi phat hién va xur 1y nhitng sw c¢6 néu co.

¢) Quan 1y céac thay d6i cau hinh k¥ thuat ciia hé diéu hanh, phan mém.

d) C6 phuong an cép nhat ban va, xir Iy diém yéu an toan thong tin cho hé
diéu hanh va cac dich vy hé thong trén may chi;

d) Loai bo cac thanh phan cua hé diéu hanh, phan mém khong can thiét
hodc khong con nhu cdu st dung. Ngudi dung khong duoc can thiép vao cic
phan mém da cai dit (thay ddi, g& bo...) khi chua duoc sy dong y ciia bo phan
chuyén trach vé cong ngh¢ thong tin.

e) Cac ban quyén phan mém can dugc thdng ké, quan 1y thoi gian han phuc
vu cho viéc gia han.

2. Truy cap mang ctia may chu

Bao dam cac két ndi mang trén may chu hoat dong lién tuc, 6n dinh va an
toan. Céu hinh, kiém soat cac két ndi, cac céng dich vu tr bén trong di ra cling
nhung bén ngoai vao hé thong.

3. Truy cap va quan tri mdy chu va ung dung

a) Thay doi cac tai khoan, mat khau midc dinh ngay khi dua hé diéu hanh,
phén mém vao st dung.

b) Cap quyén quan Iy truy cép ciia nguoi sir dung trén may chi cai dit hé
diéu hanh.

c) Toan bd may chu va thiét bi cong nghé thong tin khong phai may tinh
ngoai trir cac hé théng bat budc phai cé giao tiép véi Internet (cac hé thdng phuc
vu truy cép Internet; cung cép giao dién ra Internet cua trang tin dién tu, dich vu
cong, thu dién tir; phuc vu cap nhat ban va h¢ diéu hanh, miu mi doc, mau diém
yéu, mAu tan cong) khong duogc két ndi Internet.

4. Cap nhat, sao luu du phong va khéi phuc sau khi xay ra su cd: Trién khai
hé théng/phuong tién luu trit doc 1ap véi hé théng luu trir trén cac may chi dich
vu dé sao luu du phong; phan loai va quan 1y thong tin, dir liéu dugc luu trir theo
tung loai/nhom thong tin dugc gan nhan khac nhau; thyc hién sao luu, dy phong
cac thong tin, dir li€u co ban sau: tap tin cau hinh hé théng, anh hé diéu hanh
may chu, co s¢ dit li€u; dit li€u, thong tin nghiép vu.

5. Cac may chu trude khi dua vao van hanh khai théac can trién khai mot sb
yéu cau t6i ru va ting cudng bao mat (cimg hoa) nhu:

a) St dung hé diéu hanh bao dam an toan thong tin.

b) Loai bd hodc t4t tit ca cac dich vu khong can thiét.

¢) Str dung cac phién ban phan mém an toan.

d) Kiém soat truy cdp va ghi nhan lai hoat dong (log) ctuia tat ca cac dich vu.
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CAm tat ca cac truy cap tir bén ngoai vao hé théng, chi cip quyén truy cap xac
dang cho cac nguoi dung tin cay.

e) Kiém soat truy cap & cip ngudi dung cho mdi dich vu.

Pi¢u 11. Quan Iy an toan dir lidu

1. Yéu ciu an toan d6i voi phuong phap ma hoa

a) Pon vi van hanh phai xay dung va ap dung quy dinh st dung cac
phuong thitc ma hoa thich hop theo cac chuan quéc gia hodac quoc té da dugc
cong nhan dé bao vé thong tin.

b) Phai ¢ bién phap quan Iy khoéa md hoa thich hop dé hd tro viée str dung
cac k¥ thuat ma hoéa.

2. Phan loai, quan 1y va st dung khoa bi mat va dir li€éu ma hoa.

3. C6 co ché ma hoa va kiém tra tinh nguyén ven cua dit liéu.

4. Sao luu du phong va khoi phuc dir li¢u

a) Lap danh sach cac dit liéu, phan mém can dugc sao luu, c6 phan loai
theo thoi gian luu tri, thoi gian sao luu, phuong phép sao luu va thoi gian kiém
tra phuc hoi hé thong tir dir 1iéu sao luu.

b) Pon vi van hanh xay dung tai liéu, quy trinh huéng din sao luu/phuc hdi
dir li¢u cua h¢ thong: tan suat sao luu du phong, phuong tién luu trit, thoi gian
luu trr; not luu trlt, phuong thuc luu trit va phuong thuc lay dir ligu ra khoi
phuong tién luu tri....

Picu 12. Quan ly an toan thiét bi dau cudi

1. Pon vi van hanh can thiét 1ap va cap nhat thuong xuyén théng tin quan
ly thiét bi dau cudi (tén, chung loai, dia chi MAC, dia chi IP ...)

2. Khi truy cap va st dung thiét bi ddu cudi tir xa phai ¢6 co ché xac thuc
va su dung giao thirc mang an toan.

3. Viéc cai dat, két ndi va g& bo thiét bj dau cubi trong hé thdng phai duoc
cho phép bo1 nguoi c6 tham quyén va thuc hién theo quy trinh dugc phé duyét.

Pi¢u 13. Quan ly phong chong phan mém doc hai

1. Tat ca cac may tram, mdy chil phai dugc trang bi phin mém phong
chéng ma doc dép ung yéu cau tai Chi thi s 14/CT-TTg ngay 25/5/2018 cia
Thu tudng Chinh phu.

2. Khi phat hién ra bat ky du hién nao lién quan dén viéc bi nhiém ma doc
trén may tram (vi du: may hoat dong cham bat thuong, canh bdo tr phan mém
phong chong ma doc, mat dit li€u, ...), nguoi sir dung phai bao truc ti€p cho bo
phan c6 trach nhiém cua don vi dé xu 1y.

3. Phan mém tmg dung trude khi duoc cai dit, st dung phai dugc kiém tra
xem c6 phan mém doc hai ton tai hay khong? Tat ca cac tap tin, thu muc phai
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duoc quét ma doc trude khi sao chép, sir dung.

4. Pinh ky hang nam thuc hién kiém tra va do quét phﬁn mém doc hai trén
toan bo hé théng; thuc hién kiém tra va xir ly phﬁn mém doc hai khi phat hién
d4u hiéu hodc canh bao vé diu hiéu phﬁn mém doc hai xuit hién trén hé théng.

Piéu 14. Quan ly diém yéu an toan thong tin

Pon vi van hanh c6 trach nhiém:

1. Quan 1y thong tin diém yéu an toan théng tin ddi voi timg thanh phan c6
trong hé thong (hé diéu hanh, may chu, ung dung, dich vu...); phan loai mtc do
nguy hiém cua diém yéu; xay dung phuong an va quy trinh xtr Iy d6i véi timg
mirc do nguy hiém cua diém yéu.

2. B4o c4o Lanh dao/Can bd quan 1y ngay khi phat hién diém yéu an toan
thong tin & mtrc d6 nghiém trong. Thuc hién canh bao va xir Iy diém yéu an toan
thong tin theo chi dao. Viéc xir Iy diém yéu an toan thong tin phai bao dam
khong lam anh huong/gian doan hoat dong ciia hé thong.

3. Xay dung phuong an xt Iy tam thoi d6i voi truong hop diém yéu an toan
thong tin chwa dugc khic phuc va phuong an khéi phuc hé théng trong trudong
hop xtt 1y diém yéu that bai.

4. C6 trach nhiém phdi hop véi cac nhom chuyén gia, bén cung cap dich vu
hd tro trong viée xir 1y, khac phuc diém yéu an toan thong tin d6i véi cac diém
yéu khi can thiét.

5. Kiém tra, danh gia va xtr Iy diém yéu an toan thong tin cho thiét bi hé
théng, may chu, dich vu trudce khi dua vao st dung.

6. Binh ky 1 ndm kiém tra, danh gia diém yéu an toan thong tin cho toan bo
hé théng thong tin; Thyuc hién quy trinh kiém tra, danh gia, xur 1y diém yéu an
toan thong tin khi c6 thong tin hodc nhan duoc canh bao vé diém yéu an toan
thong tin d6i voi thanh phan cu thé trong hé thong.

Piéu 15. Quan Iy giam sat an toan hé thong thong tin

1. Trién khai hé théng giam sat trung tdm phai dap ung yéu cau tai khoan 1,
Piéu 5 Thong tw s6 31/2017/TT-BTTTT.

2. Thong tin giam sat va danh muc cac di twong giam sat phai dap tng yéu
cau tai khoan 2, Piéu 5 Thong tu sb 31/2017/TT-BTTTT ngay 15/11/2017 cta
B0 Thong tin va Truyén thong quy dinh hoat dong gidm sat An toan hé thong
thong tin va hudng dan trién khai theo Cong vin s6 2973/BTTTT-CATTT ngay
04/9/2019 ctia Bo Thong tin va Truyén thong.

3. Két nbi va giri nhat ky hé thong tir d6i tuong giam sat vé hé thong giam
sat.

4. Thyc thi nhiém vu giam sat theo quy dinh tai khoan 3, Diéu 5 Théng tu
s 31/2017/TT-BTTTT ngay 15/11/2017 ctia B4 Thong tin va Truyén thong.
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Piéu 16. Quan Iy sw ¢6 an toan thong tin

1. Phan nhom sy ¢b an toan thong tin mang theo quy dinh tai Quyét dinh sb
05/2017/QD-TTg cua Thu tuéng Chinh phu ngay 16/3/2017 quy dinh vé hé
théng phuong an tmg ctru khan cip bao dam an toan thong tin mang qudc gia
(Quyét dinh 05); Xay dung phuong 4an tiép nhén, phat hién, phan loai va xir Iy
ban dau su ¢b an toan thong tin mang, tng phé sy c¢b an toan théng tin mang.

2. Xay dung quy trinh tmg ctru sy ¢b an toan théng tin mang thong thudng
va nghiém trong theo quy dinh tai Piéu 13, 14 Quyét dinh s6 05/2017/QD-TTg.

3. Xay dung va trién khai ké hoach tmg phé su cb an toan thong tin theo
quy dinh tai Diéu 16 Quyét dinh sb 05/2017/QD-TTg.

4. Quyét dinh toan dién vé mit k¥ thuat ddi véi céc co quan trong qua trinh
khic phuc su ¢6 vé ATTT; Hd tro, phdi hop va hudng dan cac co quan khéc
phuc su c6 mat ATTT; Yéu cau ngung hoat dong mot phﬁn hoac toan bd cac hé
théng thong tin ctia cic co quan nhiam phuc vu cong tac khic phuc sy cd vé
ATTT; Phéi hop voi don vi chirc ning trong diéu tra cac nguyén nhan gay ra su
cd mit an toan thong tin theo chi dao cua Lanh dao.

5. Phéi hop voi co quan chitc ning, cac nhom chuyén gia, bén cung cap
dich vu hd tro trong viéc xtr 1y, khic phuc su ¢b an toan thong tin; Yéu cau bén
cung cap, hd trg cung cap quy trinh xt 1y sy ¢b cho cac dich vu do bén cung
cap, hd trg cung cap lién quan dén hé thng.

6. To churc dién tap phuong an xir Iy sy ¢b an toan thong tin theo chi dao
cua Lanh dao.

Picu 17. Quan Iy an toan nguoi sir dung dau cudi

1. Két nbi may tinh/thiét bi dau cudi ctia ngudi sir dung vao hé théng

a) Nguoi st dung khi truy cép, st dung tai nguyén ndi bd, truy cap mang
va tai nguyén trén Internet phai tuan thii cac quy dinh ciia phap luat vé bao dam
an toan thong tin va cac quy dinh ctia co quan, to chirc.

b) Khi cai dit, két ndi may tinh/thiét bi dau cudi phai thuc hién theo huéng
dan/quy trinh dudi su giam sat cia bd phan chuyén trach vé an toan thong tin.

¢) May tinh/thiét bi dau cudi phai dugc xtr Iy diém yéu an toan théng tin,
cau hinh cting héa bao mat trude khi két ndi vao hé théng.

2. Trong qua trinh sir dung

a) Nghiém tuc chap hanh cac quy ché, quy trinh ndi bd va cac quy dinh
khac cua phap luat vé an toan thong tin mang. Chiu trach nhiém bdo dam an
toan thong tin mang trong pham vi trach nhiém va quyén han dugc giao.

b) C6 trach nhiém tu quan 1y, bao quan thiét bi, tai khoan, tng dung ma
minh dugc giao st dung.
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¢) Khi phat hién nguy co hodc su c6 mat an toan thong tin mang phai bao
cao ngay voi cap trén va by phan phu trach cong ngh¢ thong tin cia co quan,
don vi dé kip thoi ngan chan va xu ly.

d) Tham gia cac chuong trinh (qié.O tao, hoi nghi vé an toan thong tin mang
dugc tinh hodc don vi chuyén mon té chuec.

Piéu 18. Kiém tra, danh gia va quan ly rii ro an toan thong tin

1. N6i dung kiém tra, danh gia va quan 1y rui ro an toan thong tin

’ a) Kiém tra viéc tudn thu quy dinh cta phép luit vé bao dam an toan hé

thong thong tin theo cap do.

b) Panh gia hiéu qua cta bién phap bao dam an toan hé théng thong tin.

¢) Panh gia phat hién ma doc, 16 hong, diém yéu, thir nghiém xam nhap hé
thong.

d) Kiém tra, danh gia khac do chil quan hé thong thong tin quy dinh.

2. Hinh thtrc kiém tra, danh gia va quéan 1y rii ro an toan thong tin

a) Pinh ky theo quy dinh ctia phap luat va ké hoach cta chu quan hé théng
thong tin.

b) Kiém tra, danh gia dot xuit theo yéu cau cta cap c6 thim quyén.

Chuwong V
TO CHUC THUC HIEN

Piéu 19. Bo phan/can bd chuyén trach vé an toan thong tin

1. Giao Phong A (hodc can bd B) 1a bd phan/can bo chuyén trach vé an
toan thong tin, cd trach nhi€ém bdo dam an toan thong tin cho h¢ thong thong tin.

2. Le} dau méi lién hé, phdi hop voi cac co quan, to chirc ¢o thim quyén
quan ly v€ an toan thong tin nhu:

a) S& Thong tin va Truyén thong tinh Nam Pinh

- Nguoi lién hé/bd phan: Trung tim Chuyén doi sb va Truyén thong

+ S6 dién thoai: 0228.363.1116

+ Email: trungtamcntttt.nd@gmail.com

b) Cuc An toan thong tin/Trung tdm Ung ctru khan cap khong gian mang
Vi¢t Nam (VNCERT/CC)

- Nguoi lién hé/bo phan: Phong Ung ctru sy ¢b

- S6 dién thoai: 0869.100.317

- Email: ir@vncert.vn

- B4o c4o su c6 qua nén tang diéu phdi, xir 1y su c6 an toan thong tin mang
quoc gia: https://irlab.vn
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- Bao c4o su ¢b qua website cia VNCERT/CC: https://vncert.vn

3. Huéng dan trién khai quy ché nay va cac quy dinh vé an toan thong tin
cé lién quan.

4. Tham muu thuc hién ché do bo cio dinh ky theo quy dinh cua phap
luat, bao cao dot xuat theo yéu cau cua cap trén.

Piéu 20. Té chitc trién khai quy ché

Quy dinh nay c6 hiéu lyc thi hanh ké tir ngay ky ban hanh.

Trong qua trinh thuc hi¢n néu c6 van dé phat sinh, vudng mic, cac don vi
lién quan phan anh kip thoi vé Pon vi chuyén trach dé xem xét, bdo sung, stra
doi.

Piéu 21. Ra soat, cip nhit, b sung quy ché

Pinh ky 03 nam (hodc 02 nam doi véi HTTT cdp do 3) hodc khi c6 thay do6i
quy dinh v€ bao ddm an toan thong tin, kiém tra lai tinh phu hop va thuc hién ra
soat, cap nhat, bo sung quy ché./.
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